Ohio Emergency Management Agency (Ohio EMA)
Notice of Funding Opportunity 
Security Grants for Nonprofits (H.B. No. 384)

Program Description

Overview:

The Ohio EMA Security Grants for Nonprofits program provides funding to nonprofit organizations for eligible security improvements that assist the organization in preventing, preparing for, and responding to acts of terrorism.  The program awards grants competitively to eligible nonprofits.  Cost share or cost match is not required under this program.  There is no expectation of additional funding under this initiative.  Therefore, applicants should clearly demonstrate their ability to sustain/maintain the project in the absence of grant funding.  Requests for maintenance will only be approved if they accompany the initial purchase of equipment.  Ongoing sustainment, maintenance, subscription costs, and costs associated with leasing are unallowable.

This information is voluntarily submitted to a public office in expectation of protection from disclosure as provided by section 149.433 of the Ohio Revised Code.

Grant criteria and eligible entities were established in H.B. No. 384.

Award Information

Available Funding:	$7,345,000.00

Each nonprofit may apply for up to $100,000 to expend on eligible program costs.  A portion of the $7,345,000 up to 2.5% will be retained by the Ohio EMA to administer the program. Fifty-percent of the projected costs (See Page 8, Item #8) will be funded initially upon receipt of acceptance letter and finalization of grant agreement between Ohio EMA and the grantee.  The additional fifty-percent will be reimbursed to the grantee upon completion of the project which shall be demonstrated in a final one page summary outlining the work performed under this grant. 

The grant awards contemplated by this grant solicitation are subject to the determination by the Director of Budget and Management that sufficient funds have been appropriated by the General Assembly to ODPS for the purposes of this grant and to the certification of the availability of such funds by the Director as required by O.R.C. Section 126.07.  ODPS may suspend or terminate this grant solicitation if the General Assembly fails to appropriate funds for any grant award.
All decisions on the grant are in the sole discretion of Ohio EMA, and are not subject to appeal or review.
Period of Performance:	April 19, 2017 -- June 30, 2018  

Extensions of the period of performance will not be granted.  Any funding that is not expended by the end of the performance period must be deobligated and returned to Ohio EMA.
Eligibility Information

Eligible Applicants

Nonprofits within the State of Ohio

Eligibility Criteria

“Nonprofit organization” means a corporation, association, group, institution, society, or other organization that is exempt from federal income taxation under section 501(c)(3) of the “Internal Revenue Code of 1986,” 100 Stat. 2085, 26 U.S.C. 501(c)(3), as amended.  The Internal Revenue Service (IRS) does not require certain organizations such as churches, mosques, and synagogues to apply for and receive recognition of exemption under section 501(c)(3) of the IRC.  Such organizations are automatically exempt if they meet the requirements of section 501(c)(3).  These organizations are not required to provide recognition of exemption.  For organizations that the IRS requires to apply for and receive a recognition of exemption under 501(c)(3), Ohio will require recognition of exemption with the application submission. 

If the nonprofit seeking funding is part of a larger organization, each individual chapter or location should apply for funding separately.  The threat/vulnerability assessment submitted should be conducted for the chapter or location submitting the application.  
All applicants must follow state and federal laws. 
Application and Submission Information

Key Dates:

Guidance and Application available to nonprofits:	        February 1, 2017
Guidance and application documents will be available for interested applicants at the Ohio EMA website: http://ema.ohio.gov/ 
PLEASE NOTE: Guidance and application documents will not be mailed to nonprofits.  It is the responsibility of the nonprofit to obtain the documents from the Ohio EMA website.   

Conference Call for Interested Applicants			        February 15, 2017
[bookmark: _GoBack]Ohio EMA staff and Ohio Homeland Security (OHS) staff will be available to answer questions concerning eligibility, program requirements, and application issues.  The conference call is scheduled for 10:00 AM on that date.  A brief overview of the grant will be provided, but the majority of the time will be devoted to answering applicant questions.  An FAQ will be developed and posted to Ohio EMA’s website as a way to provide information to those unable to attend the conference call.  Please make every effort to have all of your questions asked that day as Ohio EMA and OHS staff are working on a tight timeline in order to get this funding to the nonprofits in a timely manner.  Conference call details will be posted to the Ohio EMA website a week prior to the call.     

Application Submission Deadline to Ohio EMA: 		        March 15, 2017
Applications are to be submitted in paper format with all required documentation attached.  Applicants should submit an original and 2 copies.  Applications must be postmarked by March 15, 2017.  No electronic submissions will be accepted.  No applications postmarked after March 15, 2017, will be reviewed.  Ohio EMA recommends using a delivery format that allows for tracking and proof of delivery.  Incomplete applications will not be scored so please read the guidance and application instructions carefully to ensure you are submitting all required documentation.  

Anticipated Notification of Award Date: 			      April 19, 2017
Award Letter and Grant Agreement sent.						
Ohio EMA Security Grants for Nonprofits Application

As part of the application process, each eligible entity must submit the following two documents to Ohio EMA:
1. Security Grants for Nonprofits (H.B. No. 384) -- Application (Pages 7-9)

Each applicant must fully complete and submit a formal application. 

2. Security Grants for Nonprofits (H.B. No. 384) -- Vulnerability Assessment (Pages 10-22)
Each applicant must include its vulnerability/risk assessment and describe how the award will be used to address the vulnerabilities identified in the assessment.  The vulnerability/risk assessment should be conducted by experienced security, law enforcement, or military personnel. 

Funding Restrictions

Grants awarded under this initiative may be used for eligible security improvements only.  Eligible security improvements means the following:
1. Physical security enhancement equipment or inspection and screening equipment included on the Authorized Equipment List (AEL) as published by FEMA/DHS.

2. Attendance fees and associated materials, supplies, and equipment costs for security-related training courses and programs regarding the protection of critical infrastructure and key resources, physical and cyber security, target hardening, or terrorism awareness or preparedness.
· PLEASE NOTE: personnel and travel costs associated with training are not eligible expenses under this grant.
Appendix A contains a list of physical security enhancement equipment.  Priority will be given to requests to purchase equipment on the list.  If applicants choose to request equipment that is not on the priority list they must demonstrate it appears on the DHS/FEMA Authorized Equipment List.  Requests for equipment that are not on the priority list must be pre-approved.  These purchases will have to be explained in-depth and the explanation must include why the equipment is necessary for the security of the organization/facility.  
Attendance fees and associated costs for training, while allowable, will be given lower priority during the review process.
No Environmental Planning and Historic Preservation (EHP) Compliance is required with this funding initiative.  
Maintenance: Requests for maintenance will only be approved if they accompany the initial purchase of equipment.  
Management & Administration: M&A costs are not allowable out of this grant outside of the 2.5% set aside for Ohio EMA for administering the grant program.
Indirect and Pre-award Costs: Indirect and pre-award costs are not allowable under this grant program.
Operational Overtime: Operational overtime costs are not allowable under this grant program.
Other Unallowable Costs:
· Hiring of Public Safety Personnel;
· General Use Expenditures;
· Overtime and Backfill;
· Development of Risk/Vulnerability Assessment Models;
· Development of the Investment Justification;
· Organizational operating expenses.

Application Review Information 

Ohio EMA and OHS will assemble a review panel to score the applications based on criteria set forth in this notice of funding opportunity.  All decisions made by Ohio EMA and OHS during this review process are final and not subject to appeal.  Application evaluation criteria may include the following risk based considerations of the applicant: (1) financial stability; (2) quality of management systems and ability to meet management standards; (3) history of performance in managing grant awards (to include both state and federal); (4) reports and findings from audits; and (5) ability to effectively implement statutory, regulatory, or other requirements.
Criteria
Awards under this initiative will be based on the success of the applicant in addressing the following points:
· Identification and substantiation of current or persistent threats or attacks by a terrorist organization, network, or cell against the applicant based on ideology, beliefs, or mission;
· Symbolic/strategic value of the site or sites as a highly recognized possible target of terrorism and the potential consequences if site is damaged, destroyed, or disrupted by terrorism;
· Findings from current and previously conducted threat and/or vulnerability assessments;
· Complete, feasible Investment Justification that addresses an identified risk, including the assessed threat, vulnerability, and consequence of the risk;
· How the grant will be used to integrate organizational preparedness with broader state and local preparedness efforts;
· Maintenance/Sustainment of project without grant dollars;
· Completion of the project within the performance period;
· Management structure of agency; 
· Financial practices of agency with respect to previous grant awards and audits and sound financial management.
Conflict of Interest

To eliminate and reduce the impact of conflicts of interest, recipients must follow their own policies and procedures regarding the elimination of or reduction of conflicts of interest when procuring equipment, entering into contracts, or in the conducting of other program activities.  Recipients are also required to follow any applicable state or local statutes or regulations governing conflicts of interest in entering into contracts.  
Conflicts of interest may arise where a contract is awarded or purchase made where the benefactor is an employee/officer/agent of the recipient organization, or a member of the immediate family of an employee/officer/agent of the recipient organization, or has a close business or personal relationship with an employee/officer/agent of the recipient organization.
Procurement in connection with this grant should be conducted in a way that is open and allows for competition wherever feasible to do so.  Although recipients of this grant are not held to state and federal procurement standards, it would be wise to research both standards and procure in a compliant fashion in order to avoid the appearance of impropriety in the procurement process.    
Modifications

Modifications to approved projects will be considered on a case by case basis.  Under no circumstance should a recipient modify their project and incur costs associated with this modification without first receiving approval.  Moving forward on a modification without approval could result in the recipient incurring unallowable costs and could jeopardize future funding should it become available.  
Required Training

Successful applicants will be required to attend training on the requirements of the grant and the necessary administrative steps that need to be completed post-award.  Additional details regarding this training will accompany the Notice of Award.
What a completed application should include:

1) Completed and Signed Application (Pages 7-9);
2) Completed and Signed Vulnerability/Risk Assessment (Pages 10-22).


















Security Grants for Nonprofits (H.B. No. 384) -- Application

The grant criteria and eligible entities are outlined in H.B. 384 which supports improvements for “preventing, preparing for, or responding to terrorism.” 
This information is voluntarily submitted to a public office in expectation of protection from disclosure as provided by section 149.433 of the Ohio Revised Code.

Mission Statement:
Each applicant must include its Mission Statement and any mission implementing policies and practices that may elevate the organization’s risk.  Recognizing the impact an organization’s ideology, beliefs, or mission may have on their risk of potential terrorist threats, Ohio EMA will consider this as a mitigating factor in an area where certain agencies tie in their scored applications.  However, no extra points will be awarded based on this criteria.  

1- Identify and substantiate prior threats/attacks by terrorists against the organization: (Describe 
    threat(s) or attack(s) on a global, domestic, regional, and/or facility level.)
	
	1a– Describe any actual prior threats/attacks by terrorists to this facility:

2- Describe the symbolic and strategic value that make this site a potential terrorist target:



3- Discuss the potential consequences for damage, disruption and/or destruction by terrorists:



4- Describe how the Grant will be used to integrate with state and local preparedness:


5- Submit the Vulnerability Assessment (attached) completed by law enforcement, military or certified security personnel.  (Submitting incomplete information will result in the application being disqualified.)


6- Describe any past experience with grant money: when it was received, how much, how it was used:


7- Who will manage this project: provide name, credentials, past project management experience:

8- Provide projected costs on the items requested (based on the Vulnerability Assessment): (expand table, as needed)
	Item #
	Item
	AEL Number (from
Allowable List)
	Cost

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


									         TOTAL

9- Investment Justification Narrative: Investment Justification Narrative (IJ): 
Each applicant will be asked to develop a formal investment justification narrative that addresses each investment proposed for funding.  Security enhancements must be for the locations that the nonprofit occupies at the time of the application.  The projects described in the IJ must:
· Address an identified risk, including threat and vulnerability;
· Identify and substantiate prior threats or attacks by a terrorist organization, network, or cell against the nonprofit organization;
· Identify the symbolic or strategic value of one or more sites that renders the site a possible target of terrorism;
· Discuss potential consequences to the organization if the site is damaged, destroyed, or disrupted by a terrorist;
· Describe how the grant will be used to integrate organizational preparedness with broader local and state preparedness efforts;
· Be able to fully complete project within the established period of performance;
· Be consistent with all applicable requirements outlined in this notice of funding opportunity.
 


10- Milestones: provide start and completion dates for key activities leading to completion of the project: (expand table, as needed)
	Describe type of Activity
	Start Date
	End Date

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	



The undersigned represents and warrants that he/she has the authority to sign on behalf of his/her organization. The undersigned represents and warrants that the information provided by his/her organization in this application is true and accurate to the best of his/her knowledge. If the undersigned discovers that false, incorrect, or inaccurate information was submitted to the Grantor, the undersigned will immediately contact the Grantor to inform the Grantor of the false, incorrect or inaccurate information.

Further, the undersigned represents and warrants that his/her organization has not provided financial support, or in some other way been involved with, an organization that engages in terrorist activity or is listed on the Terrorist Exclusion List maintained by the U.S. Secretary of State's Office. The undersigned understands that if his/her organization does provide financial support or is involved with an organization that engages in terrorist activity, no grant award may be made to his/her organization or, if awarded, grant funds may be denied or revoked. 



Printed Name				Signature					Date








Security Grants for Nonprofits (H.B. No. 384) -- Vulnerability Assessment

This information is voluntarily submitted to a public office in expectation of protection from disclosure as provided by section 149.433 of the Ohio Revised Code.

Step 1: How vulnerable is your organization to terrorism?
Work with an approved assessor (law enforcement, certified security or military personnel) to complete the Vulnerability Assessment to determine the facility’s current level(s) of vulnerability. If the security personnel are providers of contract security services, the provider needs to be licensed by ODPS/PISGS. Otherwise the security personnel must have a minimum of 2 years of full-time experience in the security field. 
Step 2: What measures could you implement to prevent and protect against terror events?
Use the Tier Document to look at options for “hardening” or upgrading the security of the facility.
Step 3: How do you get there?
Once the type of improvements to be made have been determined, research vendor and product options and costs, and prepare the Grant Application (See Page 7-9). When negotiating purchases, include warranty, installation, initial period of maintenance and training. (Maintenance cannot be paid from the grant as a separately invoiced item.) Grant monies will only cover a one-time purchase.  Grant Recipients will be responsible for on-going fees, maintenance costs, etc., from their own budget. Please take this into consideration before purchasing items that may require on-going funding, if funds are not available.
Step 4: What needs to be submitted, and by what means, and when?    
Submit an original and 2 copies (paper format) of the following three documents, postmarked by March 15, 2017 to: 

Office of the Director (ATTN: HB 384)
1970 West Broad Street
Columbus, OH  43223

· Vulnerability Assessment
· Application
	
Facility Profile - provide the following information:
	Nonprofit Asset Name
	

	Street Address
	

	City, State and Zip Code
	

	Main Phone
	

	Project Director Name
	

	Project Director Phone/Email
	

	501 (c) 3 Number (if applicable please attach documentation)
	

	Dun and Bradstreet Number
	

	GPS latitude & longitude
(Use Google Earth)
	

	Local Law Enforcement Jurisdiction
	

	Local Fire & EMS Jurisdiction
	

	Membership Size (employees, clients/patrons, etc.)
	

	Community Served (city, county, etc.)
	

	Type of Facility (school, worship center, shelter, etc.)
	

	Year facility was built
	

	How long has your organization been at this location?
	

	How long is the organization planning to remain at this location?
	

	Regional, National, or Historical Symbolism/Strategic Value
(Limit the information to symbolism/strategic value that relates directly to the nonprofit site that could attract terrorism.)
	

	How much federal and state security grant funding was received by the nonprofit organization in the previous 5 fiscal years.
	

	What was purchased with past federal and state funding? (List type(s) and year of purchase, specify State of Federal funds.)
	

	If any previous grant funds have been received for the same or similar security improvements, please explain how the funds were used.
	

	Please explain how any previously awarded grant funding been fully obligated and spent accordingly.
	

	Mission Statement

	

	Peak attendance (*)
(see note below on parameters)
	

	I agree I meet the standards outlined in this grant solicitation to be an assessor. 

Name of Assessor(s), credentials:

___________________________________

___________________________________

___________________________________
	


Signature of the Assessor(s)                                              Date

__________________________________________  ______________

__________________________________________  ______________

__________________________________________  ______________


	
	



Vulnerability Assessment
Instructions for completing the Vulnerability Assessment
(*) 1- Report population at peak attendance (maximum capacity).
Example: The facility has a population of around 150 that meets regularly throughout the year.  The facility also hosts (2) short-term, special events during the year that have an attendance of up to 750.  The population should be reported, at its peak, of 750.
2- Report vulnerabilities at the weakest part of the asset. 
Example: The property is surrounded by a fence that is completely intact and has 5 openings; 4 openings have gates and one opening is unsecured. In this case, the weakest component of the fence system is the unsecured opening and the entire asset would be considered unsecured. 
Answer each question below.  The current ‘Tier’ for that condition is noted beside each response. Refer to the Tier document to see what options are available for upgrading, by looking at options in the next higher tier.  Improvements are not limited to only the next Tier.  When no Tier is cited, the condition ranks below all Tiers and should be considered for upgrade, implementation or repair, as appropriate. (Responses to questions that are partially ‘yes’ or partially ‘no’ should be considered as ‘no.’)
3- Attach an aerial map showing the perimeter and layout around the site. 
For a better understanding of the concepts behind suggested site modifications, consult the “Crime Prevention Through Environmental Design Guidebook” available at: http://www.popcenter.org/tools/cpted/PDFs/NCPC.pdf .
PERIMETER
1. Is the property line free of debris?
· No 
· Yes (Tier 1)
2. Is the landscaping trimmed to allow direct line of sight in and out of the building?
· No 
· Yes (Tier 1)
3. Is there a perimeter fence or other type of barrier in place around the entire site?
· No (Tier 1)
· Yes (Tier 2)
              3a. Are there a weak areas or breaches in the fence or barrier?
· No (Tier 2)
· Yes 
3b. Are the openings in the fence or barrier controlled by gates? 
· No (Tier 1)
· Yes (Tier 2)
3c. Are the gates electronically operated?
· No (Tier 2)
· Yes (Tier 3)
3d. Are the gates accessible using key cards?
· No (Tier 3)
· Yes (Tier 4)
3e. Is license plate recognition technology in place?
· No (Tier 3)
· Yes (Tier 4)
4. Are there separate entrances for vehicular and pedestrian traffic?
· No (Tier 1)
· Yes (Tier 2)
5. Is there perimeter signage that indicates who has access to the property?
· No 
· Yes (Tier 1)
6. Is the lighting adequate, from a security perspective, for roadway access and parking areas?
· No 
· Yes (Tier 1)
7. Are pathways around the site illuminated to assist with movement and safety?
· No 
· Yes (Tier 1)
8. Is there a stand-off area of the parking lot, where cars are prevented from parking near the building? 
· No 
· Yes (Tier 1)
9. Is the parking lot patrolled?
· No (Tier 1 or 2)
· Yes (Tier 3)
9a. Are radios or other communication devices available for use by those on patrol?
· No (Tier 1 or 2)
· Yes (Tier 3)
10. Are vehicles that frequent the facility (employees, volunteers, etc.) identified by decals, hang tags?

· No (Tier 1)
· Yes (Tier 2)
10a. Are vehicles that frequent the facility (employees, volunteers, etc.) identified by RFID technology?
· No (Tier 2)
· Yes (Tier 3)

BUILDING EXTERIOR
1. Do all exterior doors have working locks?
· No 
· Yes (Tier 1)
1a. Are all exterior doors secured with electronic access control devices, intercom and remote door releases?
· No (Tier 1, 2 or 3)
· Yes (Tier 4)
2. Are all exterior doors identified by signage or other markings?
· No 
· Yes (Tier 1)

3. Are all exterior windows numbered?
· No 
· Yes (Tier 1)
4. Does the location of the main entrance allow for staff or volunteers to visually monitor its use?
· No 
· Yes (Tier 1)
5. Is the main entrance pathway in direct line of sight of staff or volunteers?
· No 
· Yes (Tier 1)
6. Is there a doorbell or other entry notification device located at the main entrance?
· No (Tier 1)
· Yes (Tier 2)
6a. Are there doorbells or other entry notification devices located at other entrances?
· No (Tier 1)
· Yes (Tier 2)
7. If there are waste containers located around the building exterior, are they blast-resistant?
· No (Tier 1)
· Yes (Tier 2)
8. Are there bollards or other barriers protecting the building face from vehicular intrusion?
· No (Tier 1)
· Yes (Tier 2)
9. Are entries secured with electronic access control devices, intercom and remote door releases? 
· No (Tier 2)
· Yes (Tier 3)
 9a. Are power transfers for the access control devices concealed? (applies to all in question 9)
· No (Tier 2)
· Yes (Tier 3)
9b. Do entries secured with electronic access control devices, intercom and remote door releases have the
scheduled lock/unlock feature?
· No (Tier 3)
· Yes (Tier 4)


10. Are there intrusion alarms (door alarms, window bugs, glass break sensors) on the building components?
· No (Tier 2)
· Yes (Tier 3)
11. Is there a public address system that can be heard outside the building?
· No (Tier 2)
· Yes (Tier 3)
12. Are windows in exterior doors and side lights outfitted with bullet resistant glass?
· No (Tier 3)
· Yes (Tier 4)
13. Is there a secure vestibule that separates the main entry from full building access?
· No (Tier 3)
· Yes (Tier 4)
        13a. Is there a camera in the vestibule?
· No (Tier 1, 2 or 3)
· Yes (Tier 4)
14. Are openings or portals on the Roof secured to deny entry?
· No 
· Yes (Tier 1)
VIDEO SURVEILLANCE
1. Is there a video surveillance system in use?
· No 
· Yes (Tier 1)
1a. Is the system expandable?
· No 
· Yes (Tier 1)
       1b. Can the video system’s storage capacity hold 14-21 days of video?
· No (Tier 1)
· Yes (Tier 2)
       1c. Can the video system’s storage capacity hold 21-28 days of video?
· No (Tier 1 or 2)
· Yes (Tier 3)


       1d. Is there video surveillance for the building exterior, main entry, front lobby and main office?
· No 
· Yes (Tier 1)
1e. Is the surveillance system networked and capable of remote monitoring by authorized personnel and first responders?
· No 
· Yes (Tier 1)
       1f. Can the system export historical video for forensic review?
· No 
· Yes (Tier 1)
       1g. Are the critical components of the system (recording devices, power supplies, etc.) in a secured location? 
· No 
· Yes (Tier 1)
        1h. Have staff members been adequately trained on using the system?
· No 
· Yes (Tier 1)
2. Is there video coverage for all exterior doors?

· No (Tier 1)
· Yes (Tier 2)
3. Is there video coverage for all common areas?

· No (Tier 1)
· Yes (Tier 2)
4. Is there video coverage of restroom entries and stairwells?
· No (Tier 1 or 2)
· Yes (Tier 3)
5. Is there a video monitor located in the main entry for public view, so that anyone entering is aware that they are being monitored?

· No (Tier 1)
· Yes (Tier 2)
6. Is there video coverage of all halls and cross halls?
· No (Tier 1, 2 or 3)
· Yes (Tier 4)


7. Is there video coverage of the full building exterior?
· No (Tier 1, 2 or 3)
· Yes (Tier 4)
8. Is there video coverage of high liability risk areas?
· No (Tier 1, 2 or 3)
· Yes (Tier 4)
9. Is video surveillance monitored by security operations or law enforcement dispatch?
· No (Tier 1, 2 or 3)
· Yes (Tiers 4)
10. Is video surveillance integrated with mobile applications to enhance situational awareness during an event?
· No (Tier 1, 2 or 3)
· Yes (Tier 4)

VISITOR CONTROL
1. Is a (paper and pen) sign-in system in place that collects the name, address and reason for visiting and is monitored by staff and/or volunteers?
· No 
· Yes (Tier 1)
1a. Is the accuracy of information entered into the system verified by checking government issued identification?
· No 
· Yes (Tier 1)
1b. Are all visitors handled in a consistent manner?
· No 
· Yes (Tier 1)

2. Are visitors issued a self-adhesive visitor pass, uniquely designed for the facility with a highly visible (from 3’-4’ away) “DATE VALID?”

· No 
· Yes (Tier 1)
3. Is a computer-based sign-in system in place that collects the name, address and reason for visiting and is monitored by staff and/or volunteers?

· No (Tier 1)
· Yes (Tier 2)

4. Is a computer-based sign-in system in place that collects the name, address and reason for visiting and is monitored by staff and/or volunteers and automatically checks visitors’ names against the National Sex Offenders Registry?

· No (Tier 1 or 2)
· Yes (Tier 3)
5. Are all frequent visitors pre-enrolled in the electronic identity system?

· No (Tier 1, 2 or 3)
· Yes (Tier 4)
6. Do all visitors present a government credential that will be scanned and matched to a pre-enrolled database?
· No (Tier 1, 2 or 3)
· Yes (Tier 4)
7. Do visitors not pre-enrolled have credentials checked for local warrants? (This practice may not be desirable for some sites)

· No (Tier 1, 2 or 3)
· Yes (Tier 4)

INTERIOR ROOMS
1. Are room doors lockable from the inside by means of a push-button? Are locks keyed on corridor side for access by authorized personnel?
· No 
· Yes (Tier 1)
2. Are room doors lockable from the inside by key? Are locks keyed on corridor side for access by authorized personnel? Are personnel trained to always have the key on their person? Do locks have a visual indicator that allows room occupants to see whether or not the door is locked?
· No (Tier 1)
· Yes (Tier 2)
3. Do room doors have a stand-alone electronic door lock that can be locked wirelessly from a fob or other device? Are personnel trained to always have the fob or device on their person? Do locks have a visual indicator that allows room occupants to see whether or not the door is locked?  Are locks are keyed on corridor side for access by authorized personnel?
· No (Tier 2)
· Yes (Tier 3)
4. Do room doors have a window so administration can see in, if applicable (schools, child care, etc.?)

· No (Tier 1 or 2)
· Yes (Tier 3)
5. Do room doors have an electronic door lock that can be locked, both remotely and/or by someone in the room? Is this a networked solution and tied into the security system? Do locks have a visual indicator that allows room occupants to see whether or not the door is locked? Are locks keyed on corridor side for access by authorized personnel?
· No (Tier 3)
· Yes (Tier 4)
5a. Is staff adequately trained on how to activate the lockdown system?
· No (Tier 1, 2 or 3)
· Yes (Tier 4)

TECHNOLOGY
1. Is up-to-date anti-virus software loaded on all devices that connect to the server?
· No 
· Yes (Tier 1)
2. Are individual fire walls loaded on all devices that connect to the server?
· No 
· Yes (Tier 1)
3. Is a network fire wall in place?
· No 
· Yes (Tier 1)
4. Has staff been trained on the proper use of cyber security and equipment?
· No 
· Yes (Tier 1)
5. Is an uninterrupted power supply (UPS) unit connected to crucial network equipment?
· No 
· Yes (Tier 1)
6. Is encryption software used for sending/receiving sensitive materials?
· No (Tier 1)
Yes (Tier 2)

EMERGENCY NOTIFICATION
1. Is a functioning public address system in place that allows the office (or central location) to communicate to the whole facility?
· No 
· Yes (Tier 1)
2. Does the phone system allow a 911 call to be placed without entering a passcode or dialing for an outside line (E911 system)?

· No 
· Yes (Tier 1)
3. Is a “duress” or panic button available in the office that alerts law enforcement?
· No (Tier 1)
· Yes (Tier 2)
4. Is a wired “duress” or panic button available in every room that may have people present?
· No (Tier 1)
· Yes (Tier 2)
5. Is a two-way communication system connecting each room to the office (or central location) in place?
· No (Tier 1)
· Yes (Tier 2)
6. Is the “duress” system able to create Short Message Service (SMS) alerts for appropriate personnel and computer pop-up messages on local Operations Centers, as well as the central location?

· No (Tier 2)
· Yes (Tier 3)
7. Does the “duress” system provide independent and automated alerts to local law enforcement and other first responders?

· No (Tier 2)
· Yes (Tier 3)
8. Are “duress” buttons installed in hallways and other common areas? (The decision to pursue this option should be weighed against the potential for false activations)
· No (Tier 2)
· Yes (Tier 3)
9. Does the notification system comply with NFPA 72 ECS standards? (Refer to http://www.nfpa.org/codes- and-standards/all-codes-and-standards/list-of-codes-and-standards?mode=code&code=72  )
· No (Tier 2)
· Yes (Tier 3)
10. Is the “duress” system able to generate a camera stream with computer pop-up messages so responding personnel can see a live view of the activation area? 

· No (Tier 3)
· Yes (Tier 4)

11. Is the public address system integrated with the fire alarms, weather alerts and the “duress” system to automate emergency messaging on what to do, where to go, and “all clear?”

· No (Tier 3)
· Yes (Tier 4)
12. Is the public address system integrated with the 2-way radio system used by security personnel, law enforcement and fire fighters so emergency responses are automated?

· No (Tier 3)
· Yes (Tier 4)
13. Is the 2-way radio system able to accept calls from emergency personnel outside the building?
· No (Tier 3)
· Yes (Tier 4)
14. Does the public address system include digital signage that provides emergency information?
· No (Tier 1, 2 or 3)
· Yes (Tier 4)
15. Is the staff trained to use the Public Address (PA) and or duress system?
· No 
· Yes (Tier 1)

OTHER
1. Is backup power connected to the security system in the event of a power failure?
· No 
· Yes (Other - Generator)
2. Are background checks made on all new employees, volunteers and vendors?
· No 
· Yes (Other – Fingerprint processing)
3. Does the facility have temporary barricading equipment?
· No 
· Yes (Other – Barricade System) 
Barricade Systems require prior approval from the local Fire Department. Please include a statement of approval for the specific system requested from the Fire Department when submitting a request to purchase this items.
Additional Items
Additional items may be available on an “as-needed” basis.  Refer to the Grant AEL List for a comprehensive list of items on approved codes.  To request an item not listed in the Vulnerability Assessment, include a rationale that explains the need and intended use.
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