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Active shooter incidents occur at places of business and at retail stores, including shopping malls, more than at any other locations, according to the FBI.  Typically, they are sites patrolled and protected by private security officers.  Prompt and appropriate action by private security officers, in coordination with responding law-enforcement officers, can save lives.

The Ohio Department of Public Safety (ODPS) recognized an opportunity – and was in a unique position to bring together the people who could make a difference.

The Mall Active Shooter Tabletop Exercise Toolkit provides all of the ingredients to easily plan and host an exercise.  The toolkit was created with the help of our private security and law-enforcement partners who – despite training separately for years – had lacked opportunities to coordinate their efforts.

A joint exercise can be a daunting and costly undertaking.  Our exercise toolkit is designed to provide a simple step-by-step guide, as well as other ready-made resources, to make planning and conducting an exercise straightforward and virtually cost free.

ODPS was well-positioned to create the toolkit.  Private Investigator Security Guard Services, which is part of ODPS, licenses and regulates security guard companies.  Ohio Emergency Management Agency, a division of ODPS, frequently coordinates disaster-related training and exercises with local agencies and first-responders.  Meanwhile, Ohio Homeland Security is a division of ODPS that assists local, state and federal partners in confronting security and terrorism threats.

[bookmark: _GoBack]Creating the active shooter toolkit combined their efforts and expertise in a new and strategic way.  The result is a one-of-a-kind resource.  Together, we can improve our response to active shooters, and build lasting partnerships for all of the countless other times the work of private security and law enforcement intersects. 
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John Born, Director				 
Ohio Department of Public Safety	




Mission Statement
“to save lives, reduce injuries and economic loss, to administer Ohio’s motor vehicle laws and to preserve the safety
and well being of all citizens with the most cost-effective and service-oriented methods available.”
An Equal Opportunity Employer
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PREFACE
The Mall Active Shooter Tabletop Exercise (TTX) was originally developed by the Ohio Department of Public Safety (ODPS).  This Situation Manual (SITMAN) was produced with input, advice, and assistance from the Ohio Mall Active Shooter TTX Exercise Planning Team. 

The SITMAN provides exercise participants with all of the necessary tools for their roles in the exercise. It is tangible evidence of the commitment to ensure public safety through collaborative partnerships that will prepare them to respond to any emergency.

Control of exercise information is based on public sensitivity regarding the nature of the exercise rather than actual exercise content. Some exercise material is intended for the exclusive use of exercise planners, facilitators, and evaluators, but players may view other materials deemed necessary to their performance. All exercise participants may view the SITMAN.

All exercise participants should use appropriate guidelines to ensure the proper control of information within their areas of expertise and to protect this material in accordance with current jurisdictional directives. Public release of exercise materials to third parties should be coordinated through ODPS and the TTX Exercise Planning Team

HANDLING INSTRUCTIONS
The title of this document is the Mall Active Shooter Tabletop Exercise (TTX) Situation Manual (SITMAN).

The information gathered in this SITMAN should be handled as sensitive information not to be disclosed. This document should be safeguarded, handled, transmitted, and stored in accordance with appropriate security directives. Reproduction of this document, in whole or in part, without prior approval from the TTX Exercise Planning Team is prohibited.

For more information, please consult the following points of contact:

Lead Exercise Planner
[name]
[agency name]
[agency address]
[phone number]
[email address]
Exercise Venue Host [mall name]
[name]
[title]
[address]
[phone number]
[email address]
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[bookmark: _Welcome][bookmark: _Registration_and_Acceptance][bookmark: _Accommodating_Students][bookmark: _Exercise_Expectations][bookmark: _Toc133050446][bookmark: _Toc166895435][bookmark: _Toc166897239][bookmark: _Toc387319257][bookmark: _Toc389825601]

	
BACKGROUND
Active-shooter incidents have been on the rise in the United States.  A Federal Bureau of Investigation (FBI) study identified 160 active-shooter incidents between 2000 and 2013.  During the first seven years studied, there were six active-shooter incidents per year on average, but that soared to 16 per year on average in the last seven years.  The shootings killed 486 people and injured 556.

Many of the shootings ended quickly, before police arrived on the scene, and occurred in places of business and at retail stores more than at any other locations.  Consequently, the first responders to active-shooter incidents often will be private security officers.  Prompt and appropriate action by private security officers, in coordination with law enforcement officers, can save lives.
 
[bookmark: _Registration_and_Acceptance_1][bookmark: _Facilitator_Expectations]PARTNERSHIPS
Although security officers and law-enforcement officers train and exercise to prepare for active-shooter incidents, they don’t often train together.  In 2015, the Ohio Department of Public Safety coordinated an active-shooter tabletop exercise at Polaris Fashion Place mall in Columbus.  The exercise brought together mall security managers and more than 100 people from 13 agencies and organizations.

ODPS was well-positioned to coordinate the exercise.  Private Investigator Security Guard Services (PISGS), which is part of ODPS, licenses and regulates security companies.  Ohio Emergency Management Agency (OEMA), a division of ODPS, frequently coordinates disaster-related training and exercises with local agencies and first-responders.  Meanwhile, Ohio Homeland Security is a division of ODPS that assists local, state and federal partners in confronting security and terrorism threats.

The active-shooter exercise combined their efforts in a new and strategic way.  The collaboration provided mall security managers and local first-responders with a solid foundation on which to build a successful exercise tailored to their needs.  Mall managers not only hosted the exercise, but afterward they carefully reviewed the materials with the team and helped craft an “exercise toolkit” to make exercises easier for others in the future.  Together, the team took a one-time event and transformed it into what they hope will be an enduring legacy of promoting and supporting partnerships between private security and law enforcement.

[bookmark: _Course_Cost][bookmark: _Participant_Expectations][bookmark: _Toc387319254]LOCAL INTERFACE – REGIONAL FOOTPRINT
[bookmark: _Class_Cancellation_Policy][bookmark: _Toc389825603]Large retail facilities are important economic engines in our communities. Generally these types of facilities understand their vulnerabilities and the challenges they face to provide emergency response and safety services to their clients.

These locations often present unique challenges to local public and private responders. In the urban and suburban interface there may be multiple jurisdictions that have responsibility for protection and incident response. These blurred lines of jurisdiction may result in uncertainty in incident management roles unless roles and responsibilities are clearly defined and understood prior to an incident. 

Adding to this challenge is the difficulty private facility managers’ face when attempting to integrate, in a meaningful way, with incident command that is dominated by public emergency services providers. 

[bookmark: _Additional_Materials]LIMITED PRIVATE RESOURCES
[bookmark: _Student_Cancellation_and][bookmark: _Toc389825604]Malls and retail facilities such as those that are privately owned may have capable, yet limited, private security and response resources. Because of their size, geographic locations, and public emergency services often not being close at hand, retail facilities may have response times that are longer than those associated with more urban locations.

[bookmark: _Preparations:_Getting_Started]CAMPUS OR CONTIGUOUS SETTING
Facility designs have been created that range from community style experiences to large contiguous retail facilities where people can move easily from one shopping, dining, or entertainment experience to another.  The very qualities that make a shopping, dining, or entertainment experience enjoyable also create a porous environment that allows legitimate and illegitimate users to move freely, both vertically and horizontally throughout the grounds or facility. This creates a challenge for security to adequately monitor and assess the behavior of persons entering and/or leaving a facility. 

The settings of many large retail facilities are easily impacted by high traffic volumes or quick changes in traffic patterns due to an emergency incident. These factors have a direct impact on the ability of local and regional responders to arrive in a timely manner at the scene and provide essential emergency services.

[bookmark: _Attendance_and_Conduct][bookmark: _Course_at_a]INFORMATION NEXUS
[bookmark: _Certificates][bookmark: _Toc389825606]Private entities such as large retail facilities may not have ready access to the information that can be used to develop actionable intelligence that would result in the timely implementation of protective measures. At the same time, sensitive information and the processes used to create actionable intelligence need to be safeguarded.

[bookmark: _Certificates_1][bookmark: _Clock_Management]CHARACTERISTICS OF ACTIVE SHOOTER/SHOOTER INCIDENTS
While each incident is unique, active shooter/shooter incidents do have some common characteristics:

· Perpetrator interaction with social media;

· Familiarity with the attack location and/or target;

· Driven by crime, revenge or ideology;

· Weapons or devices used to kill or injure have various levels of technical capability with potential for mass casualties or fatalities;

· Spontaneous movement of persons and potential for need for crowd control and sheltering of victims and evacuees;

· Victims in hiding and injured persons that cannot be immediately treated;

· Potential for secondary devices and incidents;

· Widespread loss of bags, backpacks and other personal articles; 

· Suspect ease of movement and concealment due to facility size and available cover;

· Potential for perpetrators to blend in with evacuees;

· Large numbers of responders;

· Uncertain of Command;

· Need for interoperable communications;

· Porous perimeters;

· Challenges with evidence collection and large numbers of witnesses;

· Challenges with traffic control;

· Demands for timely public information;

· Effects on business continuity;

· Currently 5% of Ohio’s population, about 500,000 people, has a permit to carry a concealed weapon (CCW);

· Additional weapons may be carried by off duty law enforcement personnel.

[bookmark: _Classroom_Policy][bookmark: _Opening_Remarks]SCOPE
[bookmark: _Lodging_Policy][bookmark: _Toc389825607]The Mall Active Shooter  TTX will utilize a facilitated plenary and multimedia format.  Exercise participants will include community partners that encompass both private business and local and state response agencies that would have a role in policy level decision making and incident response to an incident at or near the mall.

[bookmark: _Module_1_&]PURPOSE
[bookmark: _Training_Records_and][bookmark: _Module_3]The purpose of this exercise is to provide participants an opportunity to evaluate current response concepts, policies, plans, and capabilities for a response to an active shooter incident at a mall. The exercise will focus on command and control policies, coordination, critical decisions, notifications, and integration of private, local and state assets necessary to save lives and protect public health and safety. The role of coordination and information sharing strategies will be critical to the overall response effort.

EXERCISE OBJECTIVES
Exercise design objectives are focused on improving understanding of a response concept, identifying opportunities or challenges, and/or achieving a change in attitude. The exercise will focus on the following design objectives selected by the Exercise Planning Team:

· Initial Notification - demonstrate the ability of the jurisdiction’s dispatch personnel to notify response and support agencies, mobilize emergency personnel, and provide timely and accurate information prior to responding to a catastrophic incident.

· On-Site Incident Management - evaluate the jurisdiction’s capability to direct and control incident management activities for a catastrophic incident by establishing incident command in accordance with the National Incident Management System (NIMS).

· Law Enforcement Investigation and Operations - demonstrate, in accordance with applicable laws, plans, policies, and procedures, the capability of law enforcement personnel and related entities to detect, examine, investigate, and conduct law enforcement operations related to potential active-shooter events. 

[bookmark: _County_Director_Training][bookmark: _Facilitated_Post-Exercise_Discussio]CORE CAPABILITIES
The National Planning Scenarios and establishment of the National Preparedness Priorities have steered the focus of homeland security toward a capabilities-based planning approach. Capabilities-based planning focuses on planning under uncertainty because the next danger or disaster can never be forecast with complete accuracy. Therefore, capabilities-based planning takes an all-hazards approach to planning and preparation, which builds capabilities that can be applied to a wide variety of incidents. States and urban areas use capabilities-based planning to identify a baseline assessment of their homeland security efforts by comparing their current capabilities against the Core Capabilities List. This approach identifies gaps in current capabilities and focuses efforts on identifying and developing priority capabilities and tasks for the jurisdiction.

The primary Core Capabilities associated with the objectives for this exercise are:

1. Operational Coordination:
Establish and maintain a unified and coordinated operational structure and process that appropriately integrates all critical stakeholders and supports the execution of core capabilities; 

2. On Scene Security and Protection:
Ensure a safe and secure environment through law enforcement and related security and protection operations for people and communities located within affected areas and also for all traditional and atypical response personnel engaged in lifesaving and life-sustaining operations

[bookmark: _Training_Request_Policy][bookmark: _The_Way_Forward]PARTICIPANTS
Discussion based exercises generally have the following types of participants:
· Players discuss what their responses would be to the situation presented on the basis of expert knowledge of response procedures, current plans and procedures, and insights derived from training.
· Observers may support the group in developing responses to the situation, but they are primarily limited to observing the exercise. They are not participants in any facilitated or moderated discussions.
· Facilitators provide situation updates and moderate discussions. They also provide additional information or resolve questions as required. Key Exercise Planning Team members may assist with facilitation as subject matter experts (SMEs) during the exercise.
· Evaluators are assigned to observe and evaluate certain objectives during the exercise. Their primary role is to document players’ discussions, including how and if those discussions conform to written and established procedures.

[bookmark: _Instructor_Certification_Policy][bookmark: _Participant_Feedback_Forms][bookmark: _Toc389825612]PRE-EXERCISE EXECUTIVE SEMINAR
The purpose of Pre-Exercise Seminar will be to provide participants with information regarding the mall and their emergency procedures.  Additionally, participants will be provided information pertaining to current threat assessments and lessons learned from similar incidents. 

[bookmark: _Classroom_Course_Descriptions][bookmark: _Available_Courses][bookmark: _Close_Out_Exercise]EXERCISE STRUCTURE
[bookmark: _Appendix_F:_]The Mall Active Shooter TTX will be a multimedia, facilitated exercise.  Players will participate in the following three modules:

· Module 1: Awareness and Information 

· Module 2: Notification and Response
	
· Module 3: Recovery & Business Restoration (optional)

The Mall Active Shooter TTX will be an open and active facilitated discussion, with players positioned in a plenary seating format in the form of a U, where the primary participants are facing one another. The scenario and discussions will be presented in a multimedia format and will be led by a facilitator, who will present information in an informal setting intended to generate discussion of various issues regarding a hypothetical, realistic, and simulated incident.

This exercise will focus on discussion at the policy level and is intended to enhance general awareness; validate plans and procedures; and assess the types of policy level coordination needed to guide prevention, protection, mitigation, response, and recovery from a defined incident. It is aimed at facilitating the concept of understanding and identifying strengths and areas for improvement.

During the Mall Active Shooter TTX players will be encouraged to discuss issues in depth. The exercise environment will allow players to develop decisions through slow-paced problem solving rather than the rapid, spontaneous decision making that occurs under actual incident conditions.

All exercise players will be encouraged to contribute to the discussion. They should be reminded that they are making decisions in a no-fault environment. Facilitators will encourage interaction between participants.

EXERCISE GUIDELINES
Discussion based exercises follow these general guidelines:

· The Mall Active Shooter TTX will be conducted in an open, low-stress, no-fault environment. Varying viewpoints, even disagreements, are expected.

· Respond on the basis of your knowledge of current plans and capabilities (i.e., you may use only existing assets) and insights derived from your training.

· Decisions are not precedent-setting and may not reflect your organization’s final position on a given issue. This is an opportunity to discuss and present multiple options and possible solutions.

· Issue identification is not as valuable as suggestions and recommended actions that could improve response and preparedness efforts. Problem-solving efforts should be the focus.

ASSUMPTIONS AND ARTIFICIALITIES
In any exercise, a number of assumptions and artificialities may be necessary to complete play in the time allotted. During this exercise, the following apply:

· The scenario is plausible, and events occur as they are presented;

· There are no trick questions or hidden agendas; and

· All players receive information at the same time.







EXERCISE AGENDA

7:30 	Registration 

8:00     	Welcome and Introductions

8:15       	Pre-Exercise Seminars

1. Current threat assessments and lessons learned from similar incidents. 

2. Mall information and Emergency Procedures overview

9:00   	Exercise Briefing

9:30   	Module 1: Awareness and Information 

10:30  	Module 2: Notification and Response

	Module 3: Recovery and Business Restoration (optional- adjust schedule accordingly) 

11:30     	Facilitated Post-Exercise Discussion-Hotwash

12:15    	The Way Forward

12:30    	End of Exercise

PRE-EXERCISE SEMINARS
The intent of Pre-Exercise Seminar is to provide exercise participants with relevant information that will support exercise discussions. The following are brief biographical sketches of the presenters:

· Seminar 1: Current threat assessments and lessons learned from similar incidents.

· Seminar 2: Mall information and Emergency Procedures overview
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MODULE 1: AWARENESS AND INFORMATION
Tuesday – 1500 
A male employee has recently been fired at the mall. The mall let him go due to poor work performance and violation of company policies. Mall employees had been complaining to their supervisors about his “anti- government” comments and propaganda at the workplace. As the employee is being led out of the building he is heard making a statement of “someday everyone will know my name when I am activated and you will all pay with your own blood.” Mall Employees are concerned about his statements and his past history of violence. A mall Human Resources representative contacts local law enforcement to report threatening statements made by terminated employee.

Wednesday – 0700 
A male caller calls the “See Something Say Something” hotline. The caller states that he doesn’t want to bother anyone, but thought he ought to tell someone about what a fellow student at a local community college said last night after class. The caller states that one of his fellow students, whom he doesn’t know very well, stated that he has been “activated by his supreme commander to inflict punishment on the rich and greedy.” The caller goes on to state that the male student told him that after tomorrow everyone will know his name and he will be immortalized forever. The caller states what really bothered him was the last statement that the student made: “If I was you I wouldn’t go shopping tomorrow.”   

Thursday – 0900
Local law enforcement autorities receive a phone call from a female caller who states that she would like to talk to someone about a social media post that her ex-boyfriend posted this morning. She says her ex-boyfriend, who was an employee of the mall, was recently fired and has been brainwashed by reading periodicals written by radical zealots that are anti-American and dismiss any presence of authority.  His post this morning stated that his wait was finally over and that his supreme commander had activated him to carry out the plan he has been training for. She continues to state that the post warned his friends that “today would not be a good day to go shopping.”  The ex-girlfriend says that two days ago she saw her ex-boyfriend outside the mall; she did not talk to him.

MODULE 1 KEY ISSUES
· There are multiple agencies at the local, state and federal level having roles and responsibilities related to the suspected terrorist behavior.

· The organization the person of interest belongs to is fundamentally opposed to American culture and has a history of encouraging persons to commit acts of violence in mass gathering settings. 

· A mall Human Resources representative contacts local law enforcement authorities regarding threatening statements from the fired former employee.

· The female caller is cooperating fully with the local law enforcement authorities and has sent them a copy of the suspect’s social media page. 

· The social media post warns that “today would not be a good day to go shopping.”

· The person of interest has reportedly been brainwashed by a radical organization, and has a history of assault, including a disorderly conduct charge at a statehouse rally. 

· Potential threats have been made in regard to shopping centers.

· The location of the person of interest is unknown.

· The ex-girlfriend works in the food court in the mall.
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MODULE 2: NOTIFICATION AND RESPONSE
Thursday – 1630 
Mall security observes a person at the mall.  The person is dressed in a black upper garment, hip length green fatigue-type overcoat and wearing black fatigue pants. The person is carrying a black back pack. 

Thursday – 1634
The individual walks at a quick pace towards the mall. Upon reaching the food court the individual produces what appears to be two handguns and begins to shoot at people. The active shooter continues to move through the mall. The shooter continues shooting at any person that presents themselves. The attacker reloads the handguns several times and then switches to a long gun and continues shooting as people attempt to evacuate the mall.  

Thursday – 1635
At approximately 1635 hours, the first 911 call is received by the Public Service Answering Point (PSAP) stating that someone is shooting up the mall and there are a lot of people down. 

Mall security is receiving numerous phone and radios calls from within the mall about someone running through the shopping center shooting. Many people are injured, bleeding or not moving. Store employees are asking security what to do and stating they need immediate medical help.

Thursday - 1638
At approximately 1638 hours, the first arriving law enforcement officers report “people are pouring out of the mall from everywhere” and ask dispatch “where is the shooter?” At 1640, law enforcement officers advise their dispatcher they are “entering the mall.” 

Responding officers on the interior are reporting a high number of civilian injuries. 

Thursday – 1641
Mall security observe the shooter, who is now located near the food court, still shooting the long gun and partially hidden behind a pillar. 

Officers that entered the mall are indicating they are finding many injured persons and have bypassed them as they move toward the suspect’s reported location. There appears to be a large number of injured persons, many with gunshot wounds, and fatalities.  There are abandoned backpacks, handbags and articles of clothing on the floor of the mall.

Thursday – 1642
The shooter is observed by mall security, not moving and slumped over on the floor of the food court in a pool of blood.  The shooter does not appear to be in possession of the black back pack anymore.

Thursday – 1645
Social media messages are being posted by the radical organization to which the perpetrator belongs.  The organization is claiming responsibility for the attack and is posting on numerous local news outlets and social media sites. 

MODULE 2 KEY ISSUES
The following are key issues associated with this module:

· The attack was made by a known terrorist organization.

· The number of personnel and resources on scene are numerous law enforcement, fire and emergency medical service (EMS) vehicles.  The numbers of public safety personnel are unknown.

· There are multiple agencies at the local, state, and federal level having response roles and responsibilities related to active-shooter events.

· 911 Calls from persons in the mall, local businesses, agency Public Information Officers (PIOs), media outlets, concerned persons, fusion centers and senior/elected officials are overwhelming public-safety answering points (PSAPs). 

· Local businesses are requesting guidance from dispatch centers for protective measures.

· Mall security personnel have evacuated as many people as possible but believe many more are still in the shopping center.
 
· Due to the multi-jurisdictional response, people are asking who is in charge of the response. There are an estimated four separate command posts.

· Incoming law enforcement resources and fire/EMS resources are hampered by traffic at the parking lot exits and by people attempting to evacuate the mall or locate loved ones.  

· Spontaneous evacuees have sought shelter in adjacent businesses, which are attempting to meet their physical and emotional needs.

· There are multiple and diverse communications modalities on scene. Channel banks on trunked systems are full and busy tones are widespread.

· Local cell phone towers are quickly overwhelmed as well, and cannot be utilized by first responders reliably.
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MODULE 3: RECOVERY AND BUSINESS RESTORATION (OPTIONAL)
3 Weeks Later:
Most areas of the mall have now reopened for business. However, there are far fewer shoppers than normal. A memorial has been created by mourners consisting of stuffed animals, balloons, notes, candles and letters.

6 Months Later:
Business is still not fully restored to “normal” projections. Many shoppers have not returned and the businesses at the mall are having great difficulty in workforce recruitment.  Several businesses are considering relocating.
[bookmark: _A_year_later….]
One Year Later:
As the one-year anniversary of the active shooter incident approaches, the community forms a coalition to plan a fitting tribute to those who lost their lives. Several businesses have relocated and the mall is having difficulty filling the vacancies.

[bookmark: _5_years_later….]Five Years Later:
While business has stabilized from the days and months immediately following the active shooter event, the numbers are still well below those before the shootings. Most people still connect the mall with the event. 

MODULE 3 KEY ISSUES
The following are key issues associated with this module:

· Residents, responders and workers are struggling with their emotions.

· Media wants more information now and is willing to do what they need to get the information.

· Evidence collection continues for a future court case.

· The economic impact to businesses in the mall is profound.
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